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N o rw e g ia n  M a r it im e  C y b e r  R e s ilie n c e  C e n tre

O u r  V a lu e s :

Tru sted

S olid

In n ova tive

O u r  S e t-U p :

M u tu a lly ow n ed  b y 

N orw eg ia n  S h ip ow n ers a n d  

O p era tors

O u r  V is io n : 

U n ified  resilien c e  

ag ain st c yb er th reats  for 

N orw eg ian  S h ip p in g  a n d  

M a ritim e S ec tor
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History
November 2019

J oin t in itiative b y D N K  an d  

N orw eg ian  S h ip ow n er 

Assoc iation

P re-p rojec t started

March 2020

P rojec t g rou p  estab lish ed

3 p erson n el

F ac t F in d in g  – in p u t from  

m em b ers an d  oth ers

October 2020

B oard  ap p roval from  D N K  

an d  N orw eg ian  

S h ip ow n ers Assoc iation . 

N O R M A C yb er w ill b e 

estab lish ed  as a  J oin t 

V en tu re

January 2021

N O R M A C yb er starts 

op eration s

June 2021

S ec u rity O p eration s C en tre 

(S O C ) servic e op eration al

Current Status

9 E m p loyees8 1 M em b er
org a n isa tion s

R ep resen ted  w ith  
1 956 V essels

O ffic es a n d  O p era tion s 
R oom  in  O slo, N orw a y

S e rv ic e s :

• In te llig en c e & in form a tion  
sh a rin g

• R esp on se

• S ec u rity O p era tion s 
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NORMA Cyber members as of 20 September 2022: 82 members – 2 024 vessels

SOC Service:
4 members 
80 vessels
3 000 land-based staff
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Membership Services

D ec ision  S u p p ort to 

m em b ers

• E ffec tive in form a tion  sh a rin g  

to/from  m em b ers

• M on th ly Th rea t A ssessm en ts

• In te llig en c e rep orts

• Tip p ers

• O T V u ln era b ility n otific a tion s

• M itig a tion  a d vic e

• M IS P  p orta l – in d ic a tors  of 

c om p rom ise  sh a rin g

Intelligence & 
Information Sharing

E xtern a l M on itorin g  

• D eep /d ark  w eb  m on itorin g

• V u ln era b ility sc a n n in g  of in tern et 

fa c in g  system s

• W a rn in g s/Alerts  to in d ivid u a l 

m em b ers

Monitoring & Detection

In c id e n t a n d  c ris is  su p p ort 

to m em b ers

• M itig a tion  a d vic e

• C ris is  resp on se a d vic e

• C oord in a tion  b etw een  

m em b ers , a u th orities a n d  

oth er sta k eh old ers

• P rovid e a n d  m a n a g e 

rec ou rses 

• P a rtic ip a te in  exerc ises  a n d  

p rovid e sc en arios

Response

A n a lysts a va ila b le  for m em b ers ,  M em b er log -in  p orta l, W eb in a rs  / S em in a rs , U ser C ou n c il

M a n a g ed  S ec u rity O p era tion s C en tre

• V essel IT/O T

• L a n d -b a sed /C lou d  in fra stru c tu re

• 24 /7/365 - E a rly a lerts  to m em b ers b efore 

in c id en t esc a la tes

*A d d ition a l S ervic e  – extra  c ost
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An n u a l Th rea t Assessm en t 20 22

N a tion  sta te  a c tors
• Th e esp ion ag e th reat from  R u ssia - an d  C h in a -

lin k ed  th rea t a c tors

• R eg ion a l c on flic ts  a n d  th e  im p ac t on  m erc h an t 

sh ip p in g

• G N S S  in terferen c e

• M an ip u la tion  of A IS  d a ta  in  vesse l trac k in g  

servic es

C yb erc rim e
• F rau d

• R an som w a re

H a c tivists

O p era tion a l tec h n olog y
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Tak e-aw ays

• S tag e 3:

• O u t of 8 8  e-em a ils , 4 9 a re  c a u g h t b y th e s p a m  f ilte r

• S till, 6 p e o p le  c lic k  th e  lin k  w h ile  th e  m a lw a re  s ite  is  

a c tive

• O u t of th e  6  c lic k s , 2 d ow n loa d s a re  b loc k ed  b y th e 

f ire w a ll

• O u t of th e  4  rem a in in g  d ow n loa d s, 3 p e o p le op en  

th e exc el d oc u m en t a n d  en a b le  m a c ros

• In  th e rem a in in g  3 c a ses, th e  m a lw a re  e ith er fa ils  to 

exec u te  p rop erly or is  b loc k ed  b y th e f ire w a ll d u e to 

a c tivity tow a rd s k n ow n  m a lic iou s IP 's

In  th is  c a se , th e  a n t iv iru s  

fa iled  to id en tify th e m a lw a re .

O n ly 5-11 ou t of 60 a n tiviru s 

p rog ra m s w ou ld  b loc k  th e 

E xc el-d oc u m en ts a t th e  tim e.

T h e y  s h o u ld  h a v e  n o w  b e e n  

u p d a te d

TLP:GREEN
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TLP:GREEN
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S top talk in g  abou t C yber!
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N orw eg ian  M aritim e C yb er R esilien c e  C en tre

Contact information

N O R M A C yber O P S :

ops@ n orm acyber.n o

24 /7 In c id en t a n d  C ris is  n u m b er: +4 7 90  98  97 37

Ad m in istrative q u eries: 

con tact@ n orm acyber.n o

Q u estion s?

mailto:ops@normacyber.no
mailto:contact@normacyber.no
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