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Still Addressing Maritime Cyber Safety?
The challenges we face today in implementing maritime cyber 

safety through cyber risk management, have been well addressed 
starting half a decade ago.

MSC-FAL.1 / Circ.3 ”Guidelines on Maritime cyber risk management”
Effective from the 1st revision of the DoC of a vessel, after 01/01/2021

How? Answers given through ISM Technical Notices
TN 24-2017 & TN 30-2020 



ISM TN 24/2017 
Recommendations on 

Cyber Risk Management

The guidelines on cyber 
security onboard ships.
BIMCO, CLIA, ICS, etc.

ISO/IEC 27001 IT 
standard.
ISO, IEC.

US NIST framework for 
improving critical 
infrastructure.

ISM TN 30/2020
Plans and Procedures for 
Cyber Risk Management

Develop a complete 
inventory of at-risk 
systems.

Cyber threat & 
vulnerability assessment 
& exploitation impact.

Manuals for policies and 
procedures for cyber 
risk management.



To Unify Your Vessel ICT Environment for Maximum Conformity

Ample & Certified by IACS Members Approach



IQ Solutions Datacenter Services

Our ISO 27001 Certified Datacenter Services can

• run your entire operating activities.
• improve your productivity and agility.
• protect your data availability, confidentiality, integrity, 

reliability, auditability and security.
• streamline your data recovery process.

VCell Cyber 24/7/365 Technical Support

Our Expert ICT Engineers are

• proactively checking your VCell infrastructure.
• immediately responding to any issue reported.
• timely updating the VCell software.



Secure Information Management, by Bureau Veritas:Production Quality, by Bureau Veritas :

Suitability for the Shipping Industry, by the American Bureau of Shipping (ABS) and Bureau Veritas (BV):

Product Design 
Assessment (PDA) 
Certificate, by ABS
for Cyber Security

Type Approval (TA) 
Certificate, by BV 
for Cyber Security

BV Mode II
Certificate, by BV

ISO 27001
Certificate, by BV



VCell Cyber
Security Statement

Rapid demonstration of your 
Cyber Security Compliance



VCell Cyber
Docs integration with SMS

SMS referral to VCell Docs for 
SMS Regulatory Compliance

Internal Procedure(s)/ ISM

• Crew & OT/IT systems oriented
• List(s) possible cyber risks
• Mainly state(s) what the crew 

must know and has to do
• Revised when deemed needed 

(e.g. to include lessons learned)

VCell Manuals (RA, CSM)

• IT systems oriented
• List identified and assessed risks
• State the specific IT protection 

measures provided by VCell
• Annually revised to align with 

technical & regulatory changes

Internal Reports/ Forms:

• Document the Procedure(s) 
implementation

• Evaluate cyber security docu-
mentation appropriateness

• Guide crew on how to respond 
to cyber incident scenarios

• Confirm the crew’s cyber 
security familiarization/ 
awareness

VCell Reports:

• Document technical security 
measures’ implementation

• Evaluate overall cyber security 
management performance (KPIs)

• Document the conduction of 
annual cyber security drills

• Confirm IT infrastructure’s 
regulatory compliance (to 
auditors, authorities etc.)
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I prefer emails really… p.gavalas@iqsolutions.gr
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