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CYBERSECURITY IN 
MARITIME AND ENISA'S 
RELATED ACTIVITIES
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A TRUSTED 
AND CYBER 
SECURE 
EUROPE

Our mission is to 
achieve a high 
common level of 
cybersecurity across 
the Union in 
cooperation with the 
wider community

Cybersecurity in maritime and ENISA's related activities
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RECENT INCIDENTS IN MARITIME
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THE NIS DIRECTIVE
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NIS2 PROPOSAL – MAIN PILLARS

5 Cybersecurity in maritime and ENISA's related activities

• Identification of 
National 
authorities

• National 
strategies

• CVD frameworks
• Crisis 

management 
frameworks

• Accountability for 
top management 
for non compliance

• Security measures 
for companies

• Incident 
notifications for 
companies

• European 
cybersecurity 
certification 
schemes

• Cooperation group
• CSIRTs network
• CyCLONE
• CVD and European 

vulnerability registry
• Peer reviews
• Biennial ENISA 

cybersecurity report
• EU registry for some 

entities (e.g. DNS service 
providers,TLDs, cloud 
providers)

MEMBER STATE 
CAPABILITIES

RISK 
ASSESSMENT 

COOPERATION 
AND INFO 
EXCHANGE
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BROADER EU POLICY CONTEXT

Cybersecurity in maritime and ENISA's related activities

EUMSS

CSA

CRA

EU Maritime 
Security Policy
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MARITIME – ENISA PUBLICATIONS
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SECURITY MEASURES
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CYBER RISK MANAGEMENT FOR PORTS
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ONLINE TOOL ON PORT CYBER RISK 
MANAGEMENT
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ONLINE TOOL ON PORT CYBER RISK 
MANAGEMENT

Cybersecurity in maritime and ENISA's related activities



12

OTHER ENISA ACTIVITIES 
IN MARITIME

Collaboration

Cybersecurity in maritime and ENISA's related activities

EM-ISAC Community building

Transport TL



THANK YOU FOR YOUR 
ATTENTION

European Union Agency for Cybersecurity
Agamemnonos 14, Chalandri 15231
Attiki, Greece

+30 28 14 40 9711

info@enisa.europa.eu

www.enisa.europa.eu
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