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IMO resolution MSC.428(98) Maritime TVT
cyber risk management in safety BIMCU
management systems

* An approved safety management system should take into
account cyber risk management in accordance with the
objectives and functional requirements of the ISM Code

* Administrations to ensure that cyber risks are appropriately
addressed in safety management systems no later than the first
annual verification of the company's Document of Compliance
after 1 January 2021

e precautions [...] could be needed to preserve the confidentiality
of certain aspects of cyber risk management
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Managing cyber risks: a practical example BIMCU

Management
instruments

Communication devices
Software
Network services

pm— —
Vandalism
- 2 Robbery, theft
(D
Ship Security S —
Plan — Smuggling ;  Ship Security I
= : — . Asses.sment incl. : Logical map of
) errorism | Physical access : networks
g | @ | ===
Stowaways
. \ .
Hardenin : Inventories (IACS rec. 166)
g R
Blan — Piracy/sea attack *  Communicating devices

Cyber —}_ Cyber Risk
Assessment

@ Migrants
9 safet
y arety ‘ People safety Workplace safety
anagemen B : risk assessments
System Environm. safety —
List of critical equipment

Asset safet
Y and critical technical

sytems

Cargo safety




Risk assessment BIMCU

ISM Code 1.2.2

“Safety management objectives of the
company should, inter alia:

1. [...]

2. assess all identified risks to its ships,
personnel and the environment and
establish appropriate safeguards”
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Industry guidance for cyber security BIMCU

on board ships
-

* Cyber security and safety management CYBER SECURITY ONBOARD SHipS B
* Threat identification

* Vulnerability identification

* Risk assessment

* Protection and detection measures
* Contingency plans

* How to respond and recover
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Looking closer at risk as a concept B—I'M—Eo
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Evaluating threats

Threat
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Phishing

Malware

Hacking

Social engineering
Denial of service

Internet

Wifi

Removable devices
Physical access

Financial gain
Vandalism
Personal motives
Political motives

BIMCO

Applicable to
* OT systems
* |T systems




Risk matrix
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Impact (scale 1 -5)

BIMCO

Risk score matrix (scale 1 - 25)

Risk score 1 -5 =|Low Risk

Risk score 6 — 10 =|Medium Risk
Risk score 11 — 19 =High Risk

Risk score 20 — 25 = [EXIfEMENISK




Using existing SMS methodology

BIMCO

Impact (scale 1-5)

System Impact Likelihood Initial Risk Mitigation Residual risk
ECDIS Score 5 due to risk of | Score 4 due to active Risk=5x4=20 Password protect Risk=5x3=15
catastrophic events USB ports, computer and restrict PC use to
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network for access to
shared printer,
connection to
automatic chart
updates via satellite
via trusted vendor
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Immediate steps BIMCU

* Map remote accesses and data flows

* Segregate networks: critical systems, admin, crew, passenger

* Protect access to shipboard computers and systems
(firewall, password management, removable media ports,
physical access control)

* Protect email and other internet facing systems and
software (antivirus)

* Initiate awareness training of all staff
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